
 

 

 

 

The ADA’s Estimate of Red Flags Rule Compliance Costs for Dentists 

The ADA estimates that the cost to implement and manage a Red Flags Rule (the “Rule”) program 
could exceed $600 for the average dentist.  Based on the fact that there are approximately 130,000 
dental offices in the U.S., the aggregate cost to dentistry (and ultimately consumers) would be 
approximately $79 million.  The assumptions underlying this estimate are described below.   

Labor cost to implement Rules: 

Activity                                    Hours 

Review and understand rules 2 

Identify red flags 0.5 

Prepare written policies procedures 2.5 

Train staff 1 
Confirm that business “associates” (e.g., credit 
card companies and others who obtain a patient’s 
personal information) have ID theft protection       1 

Total 7 

Assuming that the practice owner delegated the preparation and administration of the program to an 
office manager with an average salary of $33.68/hr.1, if all 130,000 practice owners were able to 
delegate the task, the total labor cost would be $31 million.   

In reality, however, delegating this task would not be practical in all dental offices.  Dental offices are 
quite small.  63% of dentists are sole practitioners (83% of dental offices have only one or two 
dentists) and the typical dental office has only 3 full-time and 1.5 part-time employees.  Therefore, it 
will be difficult for the dentist to completely delegate the task of regulatory compliance to staff.  
Further, only about one third of dental offices have an office manager, and while many small offices 
employ a single person with multiple functions such as office manager, secretary, reception and 
dental assistant, those persons are unlikely to be qualified to implement the Rule with the minimal 
supervision a qualified office manager would likely require.  Thus, the practitioner will have to devote 
significantly more time to implementing the Rule in those types of practices.  If the multi-tasked 
employees and the dentists in such practices divided the labor equally and assuming practitioners 
would lose $125 on their time, labor costs could be nearly doubled to $58 million. 

The estimated time to implement the rules is, therefore, significantly higher than the Federal Trade 
Commission (FTC) labor estimates made pursuant to the Paperwork Reduction Act of 1995.  The FTC 
estimated that for entities with a low-risk of identity theft it would take only one (1) hour to review the 
regulations and create a streamlined identity theft program and only 10 minutes for training.  Many 
entities submitted comments concerning the burden of the rule and the time to create a program.  

                                                           
1
  ADA adjusted for inflation to 2009 the 2006 $32/hr. rate used by the FTC in calculating the burden for 

implementing the Rules.  See, 72 FR at 63743, note 65 (November 9, 2007). 



Those commentators suggested that the least amount of time to create a program was 6 hours.2  
Thus, the ADA’s approach seems very reasonable. 

The FTC estimate is too low because it does not take into account: 

 That dental offices will likely need to seek legal advice to assess the potential interaction and 
conflicts between the Red Flags Rule and HIPAA (patient privacy) as well as other laws.   

 The requirement that creditors must oversee service provider (e.g. credit card companies) 
arrangements to ensure that the arrangements have sufficient protection from identity theft.   

 That in many cases, as discussed above, the practitioner will be substantially involved in 
implementing the Rules.  

 That the dentist must develop a good understanding of the Rules in order to be a resource for 
staff and to oversee employees’ adherence to Red Flags Rule policies and procedures. 

There will also be additional time spent operating the program on a day-to-day basis.  Although this 
time might be negligible with respect to many individual practices, in the aggregate it would be 
substantial.   

Additional expenses 

Dental offices may also incur additional expenses that the ADA estimates may exceed $20 million in 
the aggregate.  The ADA assumes that in addition to legal expenses that will be incurred in 
connection with the implementation of the plan, a percentage of dentists will also seek legal advice 
when administering their identity theft programs.  In addition, a percentage of dental offices’ staffs will 
attend Red Flags Rule seminars and the practice will experience lost staff time for seminar 
attendance.  These seminars seem to run approximately 3 hours and cost approximately $300.3  
Some dental offices may also purchase sample compliance plans or written or software Red Flags 
Rule compliance programs.  Prices for written and software-based compliance programs range from 
$69 to $800.4   

Assuming these costs, and estimating that approximately 30% of dental practices would either (a) 
incur legal and seminar attendance fees, or (b) purchase a written or software-based compliance 
program at an average price of $400, it is estimated that in total dental practices will incur the 
following expense in implementing the Red Flags Rule: 

Expense                                              Cost              
Seminar fees $4,387,500 – $5,850,000 
Time for seminar attendance (4 hours5 at 
$33.68/hr.) 

$2,627,040  

Legal Fees (at $200/hr.) $3,900,000  
Purchased compliance programs $5,850,000 – $7,800,000 

   $16,764,540  

 

                                                           
2
  72 FR at 63742. 

3
  http://www.schencksolutions.com/content/events/registrations/200900213165447/index.php.   

4
  http://www.compliancepal.com/pricing.html; 

http://www.redflags4healthcare.org/html/healthcare_providers.html.  

5
  3 hour seminar, plus1 hour travel. 
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